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Background & motivation

Main contributions

Differential privacy (DP; Dwork et al., 2006) gives formal privacy guarantee 
• Privacy budget ε - lower value: higher privacy guarantee 

Label differential privacy (Label DP; Chaudhuri & Hsu, 2011) 
• In certain applications, x (input) is public, only y (label) has privacy concern 
• Example: online advertising 

Challenge: achieving Label DP in high privacy regime (i.e., low ε) with good utility   
• Randomized response (RR; Warner, 1965) achieves label DP but with a huge utility loss
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Results
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Online advertising Our proposal

User Private label
Alice 1
Bob 0
Charlie 0
… …

Label for Alice? 1,
eϵ

eϵ + K − 1
(K = 2)

0, Otherwise
ε=1, RR returns a wrong label in 54% cases!

RR

More details (in paper) Future work
• Efficient implementation of the projection-based denoiser 
• More experimental results 
• Theoretical analysis: Why LabelDP-Pro is better than RR?

• DP-SGD (Abadi et al., 2016) achieves better utility for high privacy regime, but it targets full-DP: 
overly strict for LabelDP 

• We propose LabelDP-Pro (‘Pro’ for projection): “denoise” DP-SGD gradient by 
projecting it onto a subspace constructed from public information

• We propose LabelDP-Pro, a new family of methods which achieves a much better 
privacy-utility tradeoff for labelDP in high privacy regime 

• LabelDP-Pro improves the state-of-the-art for LabelDP training in the high-privacy regime 
on 4 benchmarks & for user-level DP applications 

• Theoretical justification of LabelDP-Pro (in paper)

• More efficient denoisers 
• Extension of LabelDP-Pro to regression tasks
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